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Requirements on Data Handling

e Structured data format
* Human readable format
* Traceability of components without actual component data

* Detect modifications during transmission

e Use data integrity measures
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Implemented Solution for Component Data

* Hashing of component data (digest value) at component certification
* Digest value is part of certificate
* Digest value is stored at TAA/TS
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What is Hashing?

* Hash function

* A hash function is any function that can be used to map data of arbitrary size
to data of fixed size

* Cryptographic hash function
* Deterministic: same message results in the same hash
* Quick to compute for any given message size

* Small change to the message should change the hash value significantly
(new hash value should appear uncorrelated with old hash value)

* Infeasible to generate message from hash value — one-way function
* Infeasible to find two different messages with the same hash value
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Hashing as thoroughgoing Concept

* All component data is hashed

* Hashing is applied to standard values
* Job data is hashed

* Reports are hashed
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Component Job Data F
Data . | > c o
/@% (Vehicle) E T
4, Vehicle Energy Consumption Calculation Tool Customer PDF
— VECTO
1 7
' Engine k¢ Simulation Tool Job Data ()
: Gearbox 2 . MRE 2\
|
\ Axle 2% Manufacturer’s Customer Results |
" . Records File Information File 7
| _/%» Job Data Job Data J
7z I
| 7 .
! e - MRF 2 Vehicle CoC
% Gearbox /-
TAA TS Results Vl :
/ I @ 49: %
2D ) 2\ 2\ esults .
EZ20NEZN 2N E2N £ .
DD D D v :

£ European |
8 Commission



Benefits of Hashing Component Data

* Component manufacturer can be sure that the correct component
data was used for simulation as long as the digest value is not
modified

 Vehicle manufacturer can be sure they received and used the correct
component data as long as the digest value is not modified

* Clearly defined responsibilities

* Verification test: ensure the correct component data is used for
simulation
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Component Evaluation Tools & Hashing

* The provided pre-processing tools (VECTO Engine, VECTO Airdrag)
already contain the hashing functionality

* In case no common component evaluation tool is available, the
VECTO hashing tool (or the VECTO Hashing Libary) has to be used for
computing the digest value
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Hash Computation Method
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Requirements Data Integrity

* Data integrity for
* Component data, VECTO job data, VECTO results

» Use state-of-the-art algorithms for cryptographic operations
* Robust method for computing hash of XML documents

* Rely on existing standards

* Use existing implementations (programming libraries)
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Implemented Method

» Based on XML-DSig (also used for eIDAS, XAdES)
* Intended for signing XML documents
* Provides means to use only hashing functionality

 Similar to ‘Detached Signatures’
e Hash is not part of the data

* SHA256 hashing algorithm
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Structure of Hashed XML Files

Z?xml version="1.0"

encoding="utf-8"7?> -

-

<tns:VectolnputDeclaration xmlns="urn:tugraz:ivt:VectoAPI:DeclarationDefinitions:v0.8"
¥xmins:cns="nurn: tungraz:ivt:VectoAPI :DeclarationComponent:vi.8"

xmlns:di="http: //www.w3.0org/2000/058/xmld=sigff" schemaVersion="0.&"
xmlns:xsi="http://www.w3.org/2001 /XML Schema-instance"

xzi:schemalocation="turn:tugraz:ivt:VectoAPI :DeclarationComponent:vD.B
<tns:Engines <€

. SESD/VectoComponent

XML Declaration

hS Root Element

Namespace definitions,

Component, Job, or Report
SEsd" =

<Data 1d="ENG-c481bl3bf8dbadd3682cd">

</Data>
<Signature>

<di:Reference URI="#ENG-c481bl3b8dbadd3682cd">
<di:Transforms>

<di:Transform Algorithm="urn:vecto:xml:2017:canonicalization" />
<di:Transform Llgorithm="http://www.w3.o0rg/2001/10/xml-exc—cldng" /=
</di:Transforms:>

<di:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlencf#sha256" />
«di:DigestValue>BWAxs/2pGiQJdvn2GIETY21bNOBYSN3Xrrb+a+BfVlg=</di:DigesatValue>:

</di:Reference>
</ Signature>
</tns:Engine>

<ftns:VectDInputDeclaIatiDnﬂ
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— Wrapping element
Identifies content type

fModeI Data

~ Digest Value

Reference to data,
C14N Methods,

Hashing Algorithm
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Detached Hash (Signature

<Engine:
<Dat

</Da

</51
</Engine

15

a 1dQUENG-gooZah3D™>
<Manufactlrersaeneric Engine Manufacturer</Manufacturers:

<Make>Generic 48t Long Haul Truck Engine</Make:
«TypeId>ENG-gooZah3D</Typeld:
<Date>2816-82-15T11:88:887</Date>
<AppVersion:VectoEngine x.y</&ppVersion:
<Displacement>12738</Displacement:
«IdlingSpeed»560</IdlingSpeed:
<WHTCUrban>@.9788</WHTCUrban:>
<WHTCRural»@.99@8< /WHTCRural:
<WHTCMotorway>1.820808</WHTCMotorway >
¢BFColdHot>1.@8088</BFColdHot >
<CFRegPer:>1.0888</CFRegPer:

<FuelTyperDiesel CI</FuelTypex
<FuelConsumptionMap>[. . . |</FuelConsumptionMap>
<FullloadAndDragCurves[. . . |</FullloadAndDragCurve>
tax

<Signaturex
<di:Reference UREC #ENG-gooZah3D">
i <di:Transforms:

<di:Transform Algorithm="http://vaw.w3.0rg/TR/2001/REC-xml-cl4n-28@818315#WithoutComments™ />
<di:Transform Algorithm="urn:vecto:xml:2817:canonicalization™/>

%fdi:Transforms>

<di:DigestMethod Algorithm="http://vwv.w3.org/2861/04/xmlenc#sha2se" />
<di:Digestvalue»edc253bea3f7fafeobos3acadazeddesfbfasaaf</di:Digestvalues

€fdi:Reference>
gnaturex
»
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ID Attribute
<Engine:
<Data 1dQCENG-gooZah3D">
<Manufactlre eneric Engine Manufacturer</Manufacturer:

<Make>Generic 48t Long Haul Truck Engine</Make:
«TypeId>ENG-gooZah3D</Typeld:
<Date>2816-82-15T11:88:887</Date>
<AppVersion:VectoEngine x.y</&ppVersion:
<Displacement>12738</Displacement:
«IdlingSpeed»560</IdlingSpeed:
<WHTCUrban>@.9788</WHTCUrban
<WHTCRural»@.99@8< /WHTCRural:
<WHTCMotorway>1.820808</WHTCMotorway >
¢BFColdHot>1.@8088</BFColdHot >
<CFRegPer:>1.8888<,/(FRegPer>

<FuelTyperDiesel CI</FuelTypex
<FuelConsumptionMap>[. . . |</FuelConsumptionMap>
<FullloadAndDragCurves[. . . |</FullloadAndDragCurve>
</Data>

<Signaturex

<di:Reference URI="#ENG-gooZah3D">

' <di:Transforms:

%fdi:Transforws>

</di:Reference>
</Signature>
</Enginex
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<di:DigestMethod Algorithm="http://vwv.w3.org/2861/04/xmlenc#sha2se" />
<di:Digestvalue»edc253bea3f7fafeobos3acadazeddesfbfasaaf</di:Digestvalues

Has to be (sufficiently) unique

Auto-generated unless provided

in input file

* Atleast 5 characters long

<di:Transform Algorithm="http://vaw.w3.0rg/TR/2001/REC-xml-cl4n-28@818315#WithoutComments™ />
<di:Transform Algorithm="urn:vecto:xml:2817:canonicalization™/>
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Timestamp

<Engine:

<Data id="ENG-gooZah3D">

<Manufacturer=Generic Engine Manufacturer</Manufacturer:
<Make>Generic 48t Long Haul Truck Engine</Make:

<TypeLduElGaganZahaniiTupaTd e Overwritten by hashing Tool
& <Date>2016-82-15T11:80:807</Date> >

APV LT T L Spp v e rsion
<Displacement>12738</Displacement: [ Always in UTC (Z at the end)
«IdlingSpeed»560</IdlingSpeed:
<WHTCUrban>@.9788</WHTCUrban
<WHTCRural>@.9988</WHTCRural:
<WHTCMotorway>1.820808</WHTCMotorway >
¢BFColdHot>1.@8088</BFColdHot >
<CFRegPer:>1.8888<,/(FRegPer>
<FuelTyperDiesel CI</FuelTypex
<FuelConsumptionMap>[. . . |</FuelConsumptionMap>
<FullloadAndDragCurves[. . . |</FullloadAndDragCurve>
</Datax
<Signaturex
<di:Reference URI="#ENG-gooZah3D">
' <di:Transforms:
<di:Transform Algorithm="http://vaw.w3.0rg/TR/2001/REC-xml-cl4n-28@818315#WithoutComments™ />
i <di:Transform Algorithm="urn:vecto:xml:2817:canonicalization™/>
</di:Transforms>
<di:DigestMethod Algorithm="http://vwv.w3.org/2861/04/xmlenc#sha2se" />
i <di:Digestvalue»edc253bea3f7fafeobos3acadazeddesfbfasaaf</di:Digestvalues
</di:References
</Signature>
</Enginex

£ European
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Hashing XML Data

XML is a plain-test data format

* Same XML data can have different representations

* Line breaks
* Whitespaces
e Comments

* |ssue with hashing
* Semantically equivalent XML data may get different hash values
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Basic Hashing Method Description

* Transform XML Data element (normalize, canonicalize)
 Standardized methods available

* Compute digest over resulting Data element

* Create Reference element

—> Crucial to have a strict XML structure and appropriate
canonicalization method
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Strict XML Structure

e Strict sequence of elements
* Sequence instead of choice elements
* Enumerations where possible

* Definition of datatypes
* Timestamps in UTC

* Precision of floating-point values
(2, 3, 4 digits after the decimal sign, no leading zeros)

* Allowed values for enumerations
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VECTO Canonicalization

 Step 1: use standardized method as basis: XML-C14N

* Whitespace outside of elements, remove comments, ordering of attributes,
line breaks, namespaces, contents of text nodes, ...

* Provided by libraries

http://www.w3.0rg/2001/10/xml-exc-cldn#

 Step 2: VECTO —specific canonicalization:
» Sort entries in gear list, loss-map entries, fuel consumption map, ...
* Implemented as XSL transformation

https://webgate.ec.europa.eu/CITnet/svn/VECTO/trunk/S
hare/XML/HashingXSLT/SortInputData.xslt

European
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The Signature Element

e Contains information how the digest value has been computed

<Signature:
<di:Reference URI="#ENG-gooZah3D"

Reference to the data element
that has been hashed

S

Transformations (c14n)
applied on the data

<di:Transforms> «€—

</di:References
</signatures
</Enginex
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<di:Transform Algorithm="http://vwww.w3.0rg/TR/2801/REC-xml-cl4n-280818315#WithoutComments™ />
<di:Transform Algorithm="urn:vecto:xml:2817:canonicalization™/>

</di:Transforms> to the (c14n) data
<di:DigestMethod Algorithm="http://www.w3.0rg/2001/84/xmlenc#sha2se" /> 4/_

Hashing method applied

<di:DigestValue>eBc253bs43f7f8fE9b963acada264desThTaso9f</di:DigestValue >\

Resulting digest value

£ European
Commission
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VECTO Hashing Tool

Online Demonstration
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VECTO Hashing Tool

Offline Demonstration
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Start Screen

v
Vehicle Energy Cons :umﬂﬁl

25

B VECTO Hashing Tool

10 Wi .81
‘\GIP

Verify Component Dat:z

Hash Component Data

Verify VECTO Job Verify Result Data

User Manual About

European | J Rc
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Hash Component Data

¥ VECTO Hashing Toal

~

1

E c Cieait agRli
a1 e 18
1e Wi .81
al nMele
Vehicle Energy Consumptie. T50 %200t
Hash Component Data
Compaonent data:

EAQUAM\Workspace\VECTO_quam\HashingToolTestData\wecto_engine-input.xml

0 Wamings/Errors

VECTO Hashing Tool

XML

| 0ad file to hash

C14N method,

Cancnicalization:

Digest Method:

Digest Value:

urnivectorxml:2017:canonicalization; http:/fwww.w3.org/2001/10/xml-exc-cldn®
hitp:/fwww.w3.0rg/2001/04/xmlenc#sha256
bdw4jn3wniTosf+9zgMrSxVQwpG+CLg+ioige28r0Ja=

Copy L

Save Component Data l | Back ]

User Manual About

European

Eomenason | JRC

hashing algorithm

Digest value
(as reference)

" Save hashed

component file
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Workflow: Hash Component Data

V& Vecto Hashing Tool 0.1.0.1054/ Hashing Library 1.20.1054 - o x
[N
! )
xml versio o" UTF-8"25> | .
<tns:VectoInputDeclaration xmlns="urn:tugraz:ivt:VectoAPI:DeclarationDefinitions:vi.an E c N VECTO Hash"«lg Tool
<tns:Tyre>
Ve EvareyCormampti: 55 £
<Data>
<Manufacturer>Generic Wheels Manufaoturer</Manufactursr> Hash Component Data
<Model>Generic Wheel</Models
<CertificationNumber>el2+0815/8051%2017/0 </CercificationNumber> Component data:

<Date>2017-01-11T14:00: 00Z</Date>
<AppVersion>Tyre Generation App 1.0</RppVersion>

QUAM\Dawnloads\Tyre_input_for_hashing.xml XML

<Dimension>315/70 R22.5</Dimension> 0 Warnings/Errors Details.
<RRCDeclared>0.0055</RRCDeclareds c um: i/ 01g/2001/10/xm -exc-c14n#
/D (FE190731300¢/FR S0 Digest Method: | hittp/fwwan3.org/2001/04/xmlenc?sha256
</Datax
</tns:Tyres Digest Value: [8Tuf1616TX5205T.1gnPuMSHE 180 fDXnXEu11 fyhqRHA—

</tns:VectoInputDeclaratior

| Save Component Data |

User Manual About

B oo JRC

atr-8n 2>
urn:tugraz: ivt:VectoAPI:DeclarationDefinitions:vi.o"

<2uml versio:

="1.0" encoding
<tns:VectoInputDeclaration
<tns:Tyre>
<Data 1d="TYRE-61714fbfob£34d57ases">
<Manufacturer>Generic Wheels Manufacturer</Manufacturer>
<Model>Generic Wheel</Model>
“CertificationNumber>el2+0815/8051%2017, /Cercificats
<Date>2017-11-28T10:39:25. 97328792</Dace>
<AppVersion>Tyre Generation App 1.0</AppVersicn>
< 100>315/70 R22.5</Dimension>
<RRCDeclarsd-0.0055</RRCDeclazed>
<F2150-31300</F2ISC>
</Data>
<Signature>
<di:Refezence U

#TYRE-61714 FofcbE34d5TabeE">
<di:Transforms>

urnivecto:xml:2017:canonicalization” />

http://wew.w3.ora/2001/10/xml-exc-clint" />

<di:Transform Algo:

<di:Transform Algo:
</di:Transforms>
<di:Di g 8 D: //www . w3.0rg/2001/04/xml >
<di:DigestValue>8LufIGi61X5a0SL1gnPuM9HHIBofDXnXEull fyhqREA=</di : DigestValue>

</di: > *
S European

</tns:Tyr
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The XML File Status Indicator

wvecto_engine-input.xmi Browse ... @

XML« No XML file has been selected

XML ¢ The file could not be read. Ensure the file exists and is a valid
XML file

XML + XML validation against a known VECTO XML schema failed

XML + The selected XML file is a valid VECTO XML file, but it has the
wrong contents

XML ° green the selected file is a valid VECTO XML file and has the
correct contents

European
Commission
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Verity Component Data

-
¥ VECTO Hashing Teol

Vec: -

loﬂl:l
16

Jmlu 1
18 !

m a1

1019

Vehicle Energy Consumptie: 2% .

Verify Component Data

VECTO Hashing Tool

[E=NEEN=SC)

Component data:
EMQUANM\Workspace\VECTO g

0 Warnings/Errors

Certification Date:
Component:
Canenicalization methods:

Digest method:

Digest Value read:

Digest Value computed:

uam\HashingToolTestData\test.uml

18.09.2017 12:31

Engine

urnvectomxml:2017:canonicalization; hitp://www.w3.0rg/2001/10/xml-exc-cl4ns
http://www.w3.0rg/2001/04/xmlenc#sha256
0r¥XX1lo7BfpmGrISvor3kL1lwuX8NFaJTIt7/bjoTWitg=

0r¥XX1o7BfpmGrISvor3kL1wuX8NFaJTIt7/bjoTWitg=

Back

User Manuzal About

European
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/ —

Load hashed component data

Information on

component data,

C14N method, digest method
Digest value & method

from file

Re-computed digest value
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Verify Job Data

Verify VECTO Job
Job data:
EAQUAM\Workspace\VECTO_quam\HashingTooR TestDatalwecto_wehicke-sample.xm|

0 Warnings/Errors

Cananicalization methods: [EES———

VECTO Hashing Tool

Browse— | XML (

Vehicle  VIN:  VEH-1234567890 Date: 15022017 11:00
~ Engine v
~ Gearbox v
Certication Humber exrogLs0sL fsie 120027 100

itp/

Digest method: bt/ /vwaveu org/ 200104/ amiencshaZs6
Digest Value read
Digest Value computed:
~ Axlegear

~ Retarder

' AirDrag

v Tyre (1)

v Tyre (2)

Cansnicalizstion metheds urnvectaamk 2017 cananicalization: tp/wwwind org/ 200110/ i-exc-cLdn®
Digest method httpe e 3.0 200104 xmlenccha2sh

xLE£B1PHcSheWSVRO5 TvQGoshhmF Sy XxHCYGDOL  3QU=

v

Digest Value computed:

SBDNQPUANDAMtHCVVZ TRSMIyu0+Qfuliz1 T jUNXYoeis

SBDNQPUANDAMEHCYVE TRSM3yuo+Qfuliz1 1 VNXYoeis—

LA

[ Bsck

User Manual About

JRC

" |

~ Gearbox
Certification Number:
Canonicalization methaods:

Digest method:

Digest Value read:

Digest Value computed:

—— Load job data

- Information on
components

Digest value & method

Re-computed digest value

e12°0% 5/805172017/05E0000700 Date:

urn:ve@ onemlk:2017:canonicalization; http:/fwww.wrg/2001/10/xml-exc-cldn¥

hittpy w.w3.org/2001/04/xmlenc#sha25s
SBEDHUpUdANDAMEHCVVZ TRsM3yuO+Qf uHz1 I jVNXYoeis=

SBEDnQpUANDAmtHCVVz TRsM3yu0+QYuHz1 IjVNXYoeis=

v

11.01.2017 11:00
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Verify Reports

W& VECTO Hashing Tool - = | S|
Y
T wva. lI
EC " i} VECTO Hashing Tool
WVehicle Enargy Consumplio: 5235 %5372
Verify Result Data
Job File

[ Browse.. | XML \/A'

=z EAQUAM\Workspace\VECTO_guam\HashingToolhTestData\vecto_vehicle-samplexml|

Manufacturer Report
=z EAQUAM\Workspace\VECTO_guam\HashingToolhTestData\vecto_vehicle-sample.RSLT_MANUFAC Browse.. | XML ‘/

Customer Report

=z EAQUAM\Workspace\VECTO_guam\HashingToolTestData\wecto_vehicle-sample.RSLT_CUSTOME Browse.. | XML ‘/(

Job-File digest Joh-File digest
Job-File valid matches matches
Manufacturer Report Customer Report

v v v

User Manual About

0 Warnings/Errors

B o JRC
Commission

_— Load job data

Load manufacturer report

[ Load customer report

Integrity status
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Verify Report: Details Job Data

Job File Tl

[ Browse.. | XML v/

urnvectoxml:2017:canonicalization; http://www.w3.0rg/2001/10/xml-exc-cldnsF

EAQUAM\Workspace\VECTO_quam‘\HashingTool\TestData'wecto_vehicle-sample.xml

Canonicalization methods:
Digest method: hittpe/Awwew.w3.0rg/2001/04/xmlenc#sha256
Digest Value computed: xLft81PWcSheWsSvWOL TvQGoehhmF Sy XxHCYGDO1 j3QU=

Vehicle Components

32

Vehicle VIN: VEH-1234567890 Date:  15.02.2017 11:00 I nfo rm atiO non
Engine Certification Number:  e12*0815/8051*2017/05E0000%00 Date:  15.02.2017 11:00 com po ne nts
Digest Value: W2qbralzBAhZ+KaZEHTIPQgDYgZZt5/AxakDPTJaatfg=
Gearbox  Certification Number:  £1270815/8051*2017/05E0000°00 Dater  11.012017 11:00 Re-com p uted di ge st value
Digest Value: S5BDnQpUANDAmtHCVVz TRsM3yuO+QfuHz1 TjVNXYoeis= ( re d/g reen )
Axlegear  Certification Number.  e12*0815/8051*2017/05E0000*00 Date:  11.01.2017 11:00
Digest Value: 4zNNxDHUsN32kPYIiSNuHkZIzYFgptEjvBZ9eFCDKrU=
Retarder  Certification Number.  e12*0815/8051*2017/05E0000*00 Date:  11.01.2017 11:.00
Digest Value: S0bnLSgChODYSKUXgsxVV1+HeoypFl+2WMnZ tBBwMbQ=
AirDrag Certification Number.  12*0815/8051*2017/05E0000700 Date:  24.03.2017 15:00
Digest Value: oYvriifJu95to/PxQdZSA0ktT3/LD8xSN3LIDrEX45w=
Tyre (1) Certification Number:  1270815/805172017/05E0000700 Date:  11.01.2017 14:00
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Verify Report: Details Manufacturer’s Records File

33

Manufacturer Report
EAQUAM\Workspace\VECTO_quam'\HashingToolTestData\vecto_vehicle-sample.RSLT_MANUI Browse ... | XML ‘/ | |
Report Integrity :
Creation Date: 11002017 15:14 D
Canenicalization methods: urnvectoxml2017.cancnicalization; hitp:/fwww.w3.0rg/2001/10/xml-exc-c14n#
Sl e bt/ fwwwnd arg/2001/04/xmlencisha2s6 Re po rt inte g ri ty
Digest Value read: uGVBK+YtUBY Tut6al OEMATb IDZNWYVWN6CY ITEBhxu U=
Digest Value computed: uGVBK+YtUBYTutbal OEMATEbIDZNWYVWN6CYIEBhxuJU= 3
-
Job Integrity [
Job CanonicalizationMethaod: urnvectoxm:2017:canonicalization; http://www.w3.0rg/2001/10/xml-exc-cldn®
Job Digest Method: https/fvww.w3.or/2001 /04/xmlencEsha256 Jo b | nteg rlty VS.
Job Digest Value Read: xLEft81PWcSheWSvWO5b TvQGoehhmF 9y XxHCYGDOL1j3QU= manufaCtu rer report

Job Digest Value Computed:

Vehicle Components

Vehicle WIN:

Engine Certification Number:

Digest Value:

Gearbox  Certification Mumber:

Digest Value:

xLft81 PWesSheWSvWO5 TvQGoehhmF 9y XxHCYGDO1 j3QU=

VEH-1234567890

e12*0815/8051*2017/05E0000*00
W2gbralzBAhZ+KaZEHIPQgDYQZZt5/AxakDP7Jaatfg=

Standard values

5BDnQpUdNDAmtHCVVZ TRsM3yuOo+0fulHz]1 T jVNXYoeis=

d \

Information on vehicle and
all components

£ European
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‘Customer Report

EAQUAM\Workspace\WECTO_quamiHashingTaal\TestData\verta_vehicle-sample.RSLT_CUSTOM XML

WIN:

Report Integrity
Creation Date:

Canonicalization methods:
Digest method:
Digest Value read:

Digest Value computed:

Manufacturer Report Integrity
CanonicalizationMethod:
Digest Method:

Digest Value Read:

Digest Value Computed:

Job Integrity

Job CanonicalizationMethod:

Job Digest Method:

Job Digest Value Read:

Job Digest Value Computed:

VEH-1234567890

02.11.2017 02:45

urnivectoixml:2017:canonicalization; http:/fwww.w3.org/2001/10/xml-exc-c14n#
http:/fwww.w3.org/2001/04/xmlenc#sha256
ov]jfzbQKoMyHv/cmPbvR3gY cF++NGd 7AykiWke/ Jiokg—

ovj fz5QKoMyHv/cmPbvR3gY cF++NGd 7AykiWke/ Jiokg=

urnivectomxml:201Ticanonicalization; hitpy//wwwaw3.0rg/2001/10/xml-exc-c14n¥
http:/fwww.w3.0rg/2007/04/xmlencFsha2 36
bCqgOVj8phB8eaPnhHuNvOx1AsznFTAvXmA4 /50gkKcrQ—

bCqOVj8ps8eaPnhHuNvOx1AsznFTAvXmA4 /50gkKcrQ=

urnivectoixml:2017:canonicalization; httpy/fwww.w3.0rg/2001/10/xml-exc-c14n#
http:/fwww.w3.0rg/2007/04/xmlencFsha2 36
xLft81PWcSheWSVWOS 7TvQGoehhmF 9y XxHCYGDO1j 3QU=

xLft81PWcSheWSVWOS TvQGoehhmF 9y XxHCYGDO1 ) 3QU=

>

Verify Reports: Customer Information File

Report integrity

Manufacturer report vs.
customer report

Job Integrity vs.
customer report
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Error Dialog

V& XML Errars/Warnings

|'\

WVerify Component Data: Validetion ERROR Line 12: Das Element 'Vehicle' in Namesps
Verify Component Data: Validation ERROR Line 0: Das Element 'Vehicle' in Namespac
Verify Component Data: Invalid XML file giwen (Vehicle). Expected Component XML |

 S—— '

3 Warnings/Errors

Copy Errors l [ Close
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Using the VectoHashing Library

* VVecto Hashing Tool
 GUl or as .Net Library
» Supports all hash-related functionality

* Example

var h = VectoHash.Load(xml);
var hashed = h.AddHash(};
hashed.WriteTo(writer);
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